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4. Introduction

Reliance on IT, and the development of the infrastructure and network make it necessary for all “Organisation name” staff to understand the risks associated with the use of IT and to conduct their activities in such a way that their information assets and the network are adequately protected against security threats.

This document (the “Organisation name” Business Manual) forms the basis of the “Organisation name” Information Security Management System (ISMS).

The ISMS is based on the overall business risks of “Organisation name”. The ISMS is designed to ensure adequate and proportionate security controls that adequately protect information assets and give confidence to “Organisation name” management, customers, suppliers and other interested parties. The Risk Assessment manual details the risk assessment undertaken by “Organisation name”. The Statement of Applicability (SoA) justifies the applicability (or not) of the BS7799-2:2002 controls.

Other relevant documents within the ISMS are:-

· Information Security Risk Assessment
· Statement of Applicability
· Information Security Audit Schedule and Logs
· Audit Process

5. Scope of the “Organisation name” ISMS

“The management of information security of “Organisation name” (all sites) in the contracting, procurement, supply and distribution of services to the NHS (and other Public Sector bodies) in Wales in accordance with the “Organisation name”ISMS Statement of Applicability Version 1.0 dated 1st July, 2005”.
The scope covers all “Organisation name” sites.  Services are provided via a resilient LAN/WAN. Each location has assets which are regularly backed up. The scope covers the application systems deemed business critical, including systems listed here
6. Allocation of Information Security Responsibilities

6.1 Management Fora
The formal fora has been established, the Senior Management Team (SMT) (Section 6.2) and the ISMS Operational forum (ISMSOF) (section 6.4). The organisational chart of the SMT is shown in section 6.3 and the ISMSOF is shown in section 6.5).
In addition to the formal fora, there are internal operational reviews/audits undertaken on a regular basis covering Quality, Security, Environmental, Computer and physical access rights and violations, Internet access and Incidents. Audits are conducted by the “Organisation name” Information Security Officer, the Quality teams, Environment team and Internal Audit teams. External audits also take place on a regular basis by various bodies including the BSI, the “Organisation name”.

To ensure a programme of continuous improvement, the Information Security Officer will ensure that checks of efficiency and effectiveness take place on a regular basis.

6.2 Senior Management Team (SMT)

The forum meets regularly every 4 weeks. Minutes, include documents discussed during the meetings are recorded. Every 12 months (or as required), the forum reviews the Information Security Policy making changes, as agreed.
In Information Security terms, the major responsibilities of the SMT are to:-

· Gain and maintain awareness of the security threats to information being faced by the “Organisation name”
· Approve the “Organisation name” Information Security Policy

· Approve – Information Security - ‘A Guide for Staff’

· Assist in determining the responsibilities of the security officer

· Share news and best practise

· Receive status reports from the Unit Managers (furnished by the Information Security Officer and ISMSOF) covering status of security implementation, update on threats, results of security reviews and audits, and to approve and support agreed new initiatives

· Provide input into and influence applicable NHS wide policies in Wales
6.3 Senior Management Team Membership
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The SMT is responsible for initiating and controlling the implementation of Information Security within the “Organisation name”.

6.3.1 The Information Security Officer:-

· Is the focal point for Information Security within the “Organisation name” and a member of the ISMS operational forum.
· Co-ordinates implementation of Security policies and procedures.
· Establishes and influences policies and procedures.
· Establishes and maintains “Organisation name” policies, procedures, training and support.
· Advises on Information Security risks and countermeasures.
Line Management should ensure that the Information Security policy is implemented within their area of responsibility and satisfy themselves that information services that are critical to their business activities are adequately protected.

6.4 ISMS Operational Forum

The major responsibilities of the ISMSOF are to:-

· Gain and maintain awareness of the security threats to information being faced by “Organisation name”
· Maintain the “Organisation name” Information Security Policy

· Maintain and improve the Information Security - ‘A Guide for Staff’

· Determine and recommend the responsibilities of the information security officer

· Share news and best practise
· React to initiatives and information from the “Organisation name”
· Provide status reports for the Unit Managers (and in turn the SMT) covering status of security implementation and improvement, update on threats, results of security reviews and audits and to approve and support agreed new initiatives

· Provide input into and influence applicable “Organisation name” and NHS wide policies

The ISMSOF is responsible for maintaining, controlling and improving Information Security within “Organisation name” and in turn the “Organisation name” ISMS.
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7. Business Objectives

Business Objectives are derived from the “Organisation name” Strategic and Operating Plan which cover a 4 year period. “Organisation name” strategy is set within the context of the “Organisation name parent Organisation” vision as shown below:-
For more specific information regarding the visions, strategy, objectives and plans of “Organisation name”, please refer to the “Organisation name” Business Plans, which are updated after each strategy planning exercise (usually annually).

8. Independent Reviews

8.1 Internal Audit Approach and Guidelines
Approach

It is the approach of “Organisation name” that all aspects of the “Organisation name” Information Security Management System (ISMS) at all sites, be subject to an internal audit at least once every year. This will help ensure that not only policies and procedures are being applied but that new best practice can be gathered and applied.

The current Audit Agenda shows all “Organisation name” sites and all aspects of the ISMS being audited within the next 12 months to ensure “Organisation name” wide common approach to Information Security and overall compliance with BS7799-2:2002. Thereafter, it is anticipated that all sites will receive a BS7799 compliance visit at least once within a three year period.

Sites and/or aspects of the ISMS may receive a BS7799 compliance visit more than once in the three year period where there are deemed to be critical functions or where previous audits have revealed serious or numerous non conformities.

Additionally, aspects of Information Security will be audited (by Quality, Environment, Internal Audit, external consultants etc) as part of the “Organisation name” ongoing audit process (eg. Corporate Governance, ISMS/BS7799 compliance).

The following Information Security checks are also carried out on a regular basis:-

· Internet Access – logging and monitoring of all Users on an ongoing basis.

· E-mail – executable file attachments and viruses are checked for and reported regularly each month. Volumes of emails are also monitored to ensure the system is not being misused and to draw attention to high volumes so these can be managed.

· User IDs – These are reviewed  for validity (ie. should they still exist, is the privilege correct for the user/job function)

In addition to the above regular checks, ad-hoc checks may also be performed either centrally or locally.

9. Plan/Do/Check/Act (PDCA) model

The following review model has been adopted by “Organisation name” to ensure a regime of on-going improvement to the Information Security Management System.
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	Plan (establish the ISMS)
	Establish security policy, objectives, targets, processes and procedures relevant to managing risk and improving information security to deliver results in accordance with an organisation’s overall policies and objectives.

	Do (implement and operate the ISMS)
	Implement and operate the security policy, controls, processes and procedures.

	Check (monitor and review the ISMS)
	Assess and, where applicable, measure process performance against security policy, objectives and practical experience and report the results to management for review.

	Act (maintain and improve the ISMS)
	Take corrective and preventive actions, based on the results of the management review, to achieve continual improvement of the ISMS.


10. Applicable Legislation

Introduction

“Organisation name” is required to comply with the laws of the United Kingdom and to adhere to NHS Wales and “Parent Organisation name” policy regarding general legal matters. Infringement of these laws, whether deliberate or inadvertent, could cause serious embarrassment to ministers, and the “Organisation name” Director and unnecessarily divert management time and effort from more productive activities.  Compliance with legal statutes and obligations are covered by “Organisation name” terms and conditions of employment.

The following legislation applies:

· the Data Protection Act 1998

covers the regulation of the processing of information relating to individuals, including the obtaining, holding, use or disclosure of such information. 
Guidance to staff is set out on the “Organisation name” web site and is supplemented as required. The SMT are responsible for ensuring that staff are aware of their responsibilities under the Data Protection Act.
· the Computer Misuse Act 1990

covers the securing of information processing facilities against unauthorised access or modification. It is a disciplinary offence to use “Organisation name” computers/systems without proper authorisation. 
Guidance to staff regarding the use of computer equipment/systems is incorporated within the induction process. Misuse of computer equipment/systems is subject to the “Organisation name” HR Disciplinary Procedure. All internet access is monitored. Further guidance and awareness material may be found in “Organisation name” Information Security - A Guide for Staff.
· the Copyright Designs and Patents Act, 1998 the Copyright (Computer Software) Amendment Act 

covers the need for compliance with legal restrictions on the use of material in respect of which there may be intellectual property rights, such as copyright, design rights or trademarks. In the same context, proprietary software products, supplied under a licence are also covered. 
Protection of HSW’s intellectual property rights is covered in the HSW Information Security – A Guide for Staff. 

· the Contracts (Applicable Law) Act 1990
covers the drawing up and enforcement of legally binding commercial contracts for example between “Organisation name” and a service provider which includes a Non-Disclosure Agreement (NDA).
· the Freedom of Information Act 2000
The Code of Practice on Access to Government Information is a non-statutory scheme which requires Government Departments and other public authorities under the jurisdiction of the Parliamentary Commissioner for Administration to make certain information available to the public and to release information in response to specific requests. The Act creates a statutory right of access, provides for a more extensive scheme for making information publicly available and covers a much wider range of public authorities including: local government, National Health Service bodies, schools and colleges, the police and other public bodies and offices. The provisions in the Act will be regulated by a Commissioner to whom the public will have direct access, rather than access only through the intervention of their Member of Parliament as under the Code. The Act will permit people to apply for access to documents, or copies of documents, as well as to the information itself.

· the Human Rights Act 1998

An Act to give further effect to rights and freedoms guaranteed under the European Convention on Human Rights; to make provision with respect to holders of certain judicial offices who become judges of the European Court of Human Rights; and for connected purposes.
· The Obscene Publications Act

The Criminal Justice and Public Order Act 1994 carried the amendment to the Obscene Publications Act that covers computer images. It is illegal to transmit electronically stored data that is obscene.
· The Telecommunications Act (Lawful Business Practice Regulations 2000)
This act allows “Organisation name” to monitor use of telecommunications facilities to ensure compliance with legislation and internal policies requirements. 
“Organisation name” monitors e-mail and internet usage in accordance with these regulations.

· Common Law

The rights of citizens to have their information treated as confidential is enshrined in the law of the land. Individuals may be personally liable if they contravene this law.

· Regulation of Investigatory Powers Act 2000
This act provides a legal framework for the covert or overt monitoring of communications including telephone, fax and email by authorized persons. A related statutory instrument called the 'Lawful Business Practices Regulations' provides a framework under which employers may be allowed to monitor the communications of their employees taking place over networks owned or controlled by the employer.

11. Information Security policy statement

“Organisation name” holds and manages a great deal of information, much of it personal and confidential, without which it could not function. The purpose of information security is to enable information to be shared between those who need to use it while protecting information from unauthorised access and loss.  The basic principles of information security always apply:

· Confidentiality: Protect information from unauthorised access

· Integrity: Safeguard the accuracy and completeness of information and processes

· Accessibility: Ensure that information is available to authorised people when it is needed

Scope

This statement applies to everybody who accesses “Organisation name” information – Information Users. This includes all members of staff, students/trainees, secondees, volunteers and contracted third parties (including agency staff) of “Organisation name” or its partner organisations. It applies regardless of the location at which access to the information is gained. It applies to all information including paper records and the spoken word.

Key responsibilities of Information Users

· Comply with this statement and related policies, protocols, procedures and instructions.  

· Protect information for which you are responsible.

· Discuss any newly identified risks and additional security requirements with your manager.

· Report incidents or security weaknesses using “Organisation name” incident reporting procedure.
Key Responsibilities of  Health Solutions Wales Management

· Ensure that all information users receive appropriate information security training.

· Ensure that all information users comply with this statement and related policies, protocols, procedures and instructions.

· Ensure that information users have access to information that is appropriate to their role within the organisation.

· Review policies, protocols and procedures and ensure that information users are made aware of any changes.

· Ensure that reported incidents are properly investigated and resolved.

· Assess risks to information security and act to reduce those risks.

Ownership of the Statement

This statement and supporting policies, protocols and procedures are owned by the Executive Board and are defined and maintained by the Information Security Officer
Enforcement of the Statement

“Organisation name” will conduct regular audits to monitor compliance with this policy. Failure to comply may result in disciplinary action or even prosecution.  

Policies and Protocols

“Organisation name” is a sub division of “Parent Organisation name” and therefore must comply with the “Parent Organisation name”  Policy – Information Security Policy. “Organisation name”  also has an Information Security Protocol.

Further information

Further guidelines and instructions to information users are available at: “Organisation name web site”
12. Information Security Awareness Training.

All “Organisation name” staff undertake Information Security awareness training.  A brief summary of the key messages of the training sessions is shown below.

12.1 Whilst in Work…..

· Wear your security badge at all times.
· Do not install any software unless explicitly authorised.

· Lock your workstation if you are away from your desk.

· Do not disclose your passwords to anyone.

· Do not write down your passwords.

· Do not log anyone else into the system using your login ID.

· Save work and data regularly to the fileserver, not to removable media.

12.2 Internet and Email…

· Provided to support the business.

· Personal use is restricted to “times outside of their normal contractual working hours” and “that such usage does not detrimentally affect normal network traffic or interfere with the employee’s attention to their duties”.
12.3 Preventing Virus Infection…...

· Ensure antivirus software is running on workstation.
· Scan removable media such as CD’s, DVD’s, Floppies, USB disks, etc, before accessing file contained on media.

· Do not open any suspicious emails.
· Report any suspected infection to Desk Top Services immediately!

12.4 Confidential Documents……

· Ensure confidential documentation is appropriately secured when not in use, e.g. locked away, stored on secure servers or encrypted.

12.5 Contact Details…….

If you have any questions regarding BS7799 and information security, contact
· Information Security Officer 

“telephone number”
· Data Protection Officer


“telephone number”
13. ISMS Improvement Process

13.1 Continual improvement

“Organisation name” continually improves the effectiveness of the ISMS, following the PDCA model shown in Section 9 of this manual, through the use of the information security policy, security objectives, audit results, analysis of monitored events, corrective and preventive actions and management review. Please note, consolidation of the “Organisation name” management systems where one set of procedures will exist to cover corrective and preventative actions for all systems will supersede this section of the business manual when completed.

13.2 Corrective action

“Organisation name” takes action to eliminate the cause of nonconformities associated with the implementation and operation of the ISMS in order to prevent recurrence on a regular basis according to the following procedure:-
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3.2.1 Identify non-conformities

Various methods are adopted by “Organisation name” to identify any non-conformities within the “Organisation name” ISMS as follows:-

· Regular internal reviews by the Information Security Officer (ISO) and an external consultant (to provide an objective unbiased view). These reviews are based on random samples, however, the reviews are planned to cover all aspects of the ISMS during the 3 year life of the certificate (refer to the “Organisation name” ISMS Audit Process manual). Other management systems auditors will also be involved in the review process as part of the consolidated approach to auditing/reviewing “Organisation name” management systems.

· Access Rights are reviewed on a regular basis to ensure persons that have access to “Organisation name” information processing facilities are valid and appropriate.
· Incident are reviewed on a regular basis (serious incidents being reported immediately if/when they occur to the SMT) to determine if preventative action will prevent certain types of incidents re-occurring. A summary of security incidents is presented to the ISMSOF on a regular basis along with other statistics from the Call logging system. It is at this point that the effectiveness of the “Organisation name” incident reporting procedures are assessed as continuing to be appropriate and are being adhered to by all staff
· Access (logons) are monitored to assist in highlighting unusual trends and any unauthorised attempts to access “Organisation name” information processing facilities.
· Access (privileges) are reviewed regularly to ensure that privileges are valid and remain appropriate.
· Internet access is reviewed/monitored by “Organisation name” to ensure compliance with Trust policy on internet access and usage.
· E-Mails are reviewed by “Organisation name” to ensure appropriate usage according to Trust policy.

3.2.2 Determine cause

Once any non-conformities are identified, the cause is determined by appropriate investigation by the ISO involving other members of staff as necessary.
3.2.3 Evaluate need for action to prevent re-occurrence

If a non-conformity is identified and the cause is a failure to implement, adhere to the documented procedure or a procedure/process or guideline does not exist, then corrective will be taken. Other non-conformities will be examined by the ISMSOF and a decision taken.

3.2.4 Determine and Implement Corrective Action

Once corrective action is identified as being required, the appropriate action will be agreed by the ISMSOF, the person responsible for ensuring implementation of the agreed action will be identified and timescales for implementation will be agreed. The agreed action will then be implemented within the agreed timescales.
3.2.5 Record results/ update ISMS documentation

For a period of 3 months after implementation of the corrective action, the results will be monitored and recorded. If not part of the agreed corrective action, the appropriate ISMS document(s) will be amended accordingly and the change history of the document(s) will reflect the changes.

3.2.6 Review Action(s) Taken

Any corrective actions taken by “Organisation name” will be reviewed at the next internal review to confirm effectiveness. Any further actions identified as part of the review will be contained within the review report along with a suggested/recommended course of action.

13.3 Preventive action

“Organisation name” has determined action to guard against future nonconformities in order to prevent their occurrence.  This takes the form of regular review of the Risk Assessment findings and follows the procedures documented within “Organisation name” Risk Assessment manual. Preventative actions will also be identified during the internal review process. Preventive actions taken will be appropriate to the impact of the potential problems according to the following procedures:-
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13.3.1 Identify Potential Non-conformities and their causes

During the regular internal reviews of the “Organisation name” ISMS and the Risk Assessment results (refer to the “Organisation name” ISMS Risk Assessment manual) and the reviews described in 13.1.1 above, the reviewer(s) will take specific care to identify any potential non-conformities and any potential weaknesses within the ISMS. The reviewer(s) will also suggest/recommend the next course of action and potential solutions, if appropriate. The findings will then be reviewed by the ISMSOF.

13.3.2 Priorities

The ISMSOF will review potential non-conformities/weaknesses and will maintain a register of potential non-conformities/weaknesses. During the regular meetings of the ISMSOF, the priorities of actions will be examined to ensure all actions have a priority and that it remains valid.

13.3.3 Determine and Implement Preventative Action

The ISO (ratified by the ISMSOF) will determine whether the implementation of preventative action is necessary (based on likelihood of occurrence and impact if it does occur) or whether “Organisation name” agree to accept the risk. If it is agreed that preventative action is necessary and appropriate the action will be determined by the ISMSOF, an owner assigned, an implementation date agreed and the action implemented.

13.3.4 Record Results/Update ISMS Documentation

For a period of 3 months after implementation of the corrective action, the results will be monitored and recorded. If not part of the agreed corrective action, the appropriate ISMS document(s) will be amended accordingly and the change history of the document(s) will reflect the changes.

13.3.5 Review Action(s) Taken

Any corrective actions taken by “Organisation name” will be reviewed at the next internal review to confirm effectiveness. Any further actions identified as part of the review will be contained within the review report along with a suggested/recommended course of action.

13.3.6 Identify Changed Risks

Attention needs to be paid to the Risk Assessment manual when implementing preventative actions as these will invariably alter the results of the risk assessment.  Particular attention needs to be paid to significantly changed risks as these might have an impact on the overall “Organisation name” ISMS (e.g. certain controls may change or even be removed if the preventative action is such that the risk will not occur after implementation of the preventative action).

Appendix A – WAN/LAN diagram
Below is the portion of the WAN/LAN managed by “Organisation name”. 
WAN/LAN Network diagram to be insert here
Appendix B – “Organisation name” LAN diagram
Below is a general representation of the “Organisation name” LAN structure implemented with “Organisation name location/building”.

Similar LAN structures are implemented in “alternate buildings”. 

LAN representation diagram to be inserted here
Appendix C – Acronyms used in this document

	Org_inits
	“Organisation name”

	ISMS
	Information Security Management System

	ISMSOF
	ISMS Operational forum

	ISO
	Information Security Officer

	IT
	Information Technology

	NDA
	Non-Disclosure Agreement

	PDCA
	Plan/Do/Check/Act

	SMT
	Senior Management Team

	SOA
	Statement of Applicability
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